Nudopmannonnas namMaTKa A5 00y4aromuxcs AJisi pa3MelieHHus
Ha 0pULHATBHBIX HHTEPHET-pecypcax
C KaXXJbpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, & NIKOJBHUKH OJHH U3 CaMBIX
aKTUBHBIX Iojb30Barened Pynera. Mexay TeM, IIOMUMO OIPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECEeT U IpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e30I1acHO
HaxOJIUTHCS B CETH.

KommnsrorepHsie BUpYCHI

KomnbroTepHsiii BHpYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHIO. B J0omOJHEHHE K 3TOMY,
BHPYCHl MOTYT TIOBPEIUTh WU TIOJHOCTBIO YHHYTOXUTh Bce (aiiel W JaHHBIC,
MOIKOHTPOJIFHBIE TIOJIH30BATENI0, OT IMEHN KOTOPOTO ObLIA 3aIlyllieHa 3apa)KeHHas IporpamMmma,
a TaKke MOBPEAUTh WINM JaXK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailiamu B
1enoM. B 6obIInHCTBE CiTydaeB pacpOCTPaHAIOTCS BUPYChl Ye€pe3 UHTEPHET.

MeTo1bl 3a1IUThHI OT BPEJOHOCHBIX MPOTPaMM:

1. HUcnonb3yll coBpeMEHHbIE ONEPALMOHHBIE CHCTEMBI, UMEIOIUE CEPhE3HBIM YPOBEHb 3aIUThI
OT BPEJOHOCHBIX NTPOTPaMM;

2. TlocrossHHO ycTaHaBnuBaik mautd (MUQPOBBIE 3aIUIATKH, KOTOPBIE ABTOMATHYECKH
YCTaHABIMBAIOTCSI C 1I€JIbI0 J0paOOTKH MporpaMMmbl) U JIpyrue OOHOBJIEHUS CBOEH
omnepanoHHON cucteMbl. CkauMBail WX TOJBKO ¢ OodUIMAIBHOTO caiita paspadorunka OC.
Ecnu cymecTByeT pexuM aBTOMaTHUECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paborait Ha cBOEeM KOMIBIOTEpE O MPaBaMHU MOJIH30BATENS, a HE aJMHHHUCTpATOpa. JDTO HE
MO3BOJIUT  OOJIBIIMHCTBY  BPEJOHOCHBIX  IPOTPaMM  HMHCTAJUIMPOBAThCS HA  TBOEM
MepPCOHAIBLHOM KOMIBIOTEPE;

4. Vcnonp3yil aHTHUBUPYCHBIE MpPOTpaMMHBIE TMPOIYKTHl M3BECTHBIX MPOU3BOJIUTENEH, C
ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

5. Orpanunub puU3HUECKUN JOCTYI K KOMIIBIOTEPY Ui TOCTOPOHHUX JIUI;

6. Hcrmonw3yil BHemHWE HOCUTENW HWH(OpMaIuu, Takue Kak Quielmka, AWUCK wuiu Qaitn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpsiBail KOMIBIOTEpHBIC (Dailyibl, MOTyYECHHBIE M3 HEHAJCKHBIX MCTOYHUKOB. Jlake Te
(haiiel, KOTOPBIC MPUCTIAT TBOW 3HAKOMBIN. JIydlie yrouHu y HEero, OTIPABIISUT JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuJ mepeaun JaHHBIX, HE TEXHOJOIHS, a BCETo JIuIb Oper 1, mapka. Emie B 1991
rojy HUJEpJIaHJACKas KoMmmaHus 3apeructpupoBana Opera "WECA", uyrto o00603Hauyano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoAUTCS Kak "OeCpOBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHH Joluia apyras abOpeBuaTypa, KOTopas sIBISETCS TAKOH K€ TEXHOJOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C HAMEKOM Ha CTaHJApT BBICHICH
3BykoBoi TexHuku Hi-Fi, uTo B mepeBojie o3HavaeT "BpICOKas TOUHOCTD'.

Jla, OecmiaTHBId MHTEPHET-IOCTYNl B Kade, OTeNIX W adpomoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCIEPThI CYUTAIOT, YTO OOmIenoCcTynHbie Wi-
Fi cetn He IBIgI0TCST O€30I1aCHBIMU.

CoBeThl 10 0€301aCHOCTH PAbOTHI B 00IIe0CTYTHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro quuHyro MH(popmanuio yepe3 oOmenoctynasle Wi-Fi cetn. PaboTast B
HUX, KeJNaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEPA;

2. Vcnonw3yii ¥ OOHOBISM aHTHBUpPYCHBIE MporpaMMbl W OpanaMayep. TeM caMbIM Thbl
obe3omacuiib ceds OT 3aKayku BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuo "OO6muit noctyn k Qaidaam ¥ nmpuHTepam'.
JanHast GyHKIHS 3aKpbITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATENHN aKTUBUPYIOT €
JUIs yIoOCTBa UCIIOIB30BaHUS B paboTe wiu yuebe;

4. He ucnonwsyit myonuunsii WI-FI m1st mepenaun ITUYHBIX JTaHHBIX, HAIpUMEp IS BBIXOJA B
COIMANILHBIEC CETH WU B JIEKTPOHHYIO TIOUTY;



5. HUcnonw3yii Tonpko 3ammiieHHoe coenuHenue uepes HTTPS, a ne HTTP, 1.e. npu Habope
BeO-aapeca BBo M uMeHHO "https://";

6. B moOwibHOM Tenedone orkimoun ¢yakuuto "llonkmouenne k Wi-Fi aBromatudecku". He
JOITyCKail aBTOMATHYECKOTO MOJIKII0UEHHs yeTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounanbHbIe CETH

ConuanbHbIe CETH AaKTHBHO BXOJST B HAIly XU3Hb, MHOTHE JIFOAM PAOOTAIOT U KUBYT TaM
MOCTOSIHHO. MHOTHE T0JIb30BaTeIM HE MMOHUMAIOT, YTO HWH(OpMAIWs, pa3MeUIcHHAs WMH B
COIMANIBHBIX CETSIX, MOKET OBITh HaWJeHa W WCIIOJh30BaHA KEM YroJHO, B TOM YHCJIC HE
00s13aTeNIbHO ¢ OJIaruMu HaMePEHHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COIUATBHBIX CETIX:

1. Orpanmub cnvicoK Apy3edl. Y TeOs B APY3bsSX HE JIODKHO OBITH CIIYY4alHBIX M HE3HAKOMBIX
JTIO/IEH

2. 3ammuimaid CBOIO YacTHYIO XW3Hb. He ykaspiBail mapoiw, TelreoHBI, ajapeca, JaTy TBOETO
POXKIIEHUS U JIPYT'YIO0 JIMYHYIO WH(OPMAIHIO. 3IOYMBINIUICHHHKH MOTYT HCIOJB30BaTh JIaXe
WH(OPMAIIHIO O TOM, KaK Thl ¥ TBOW POJIUTENIH TUTAHUPYETE TIPOBECTH KaHUKYJIBI,

3. 3ammimai CBOIO pemyTaIfio - JEPXKU €€ B YHCTOTE W 3ajaBaii ceOe BOMPOC: XOTeT OBbI THI,
9TOOBI JPyrue MOJh30BATEIA BUACTH, YTO THI 3arpyxaeimb? [Togaymaii, mpexae yeM d9To-TO
OMyOJIMKOBATh, HAIKCATH U 3arPy3UTh;

4. Ecmy Tl TOBOPHIIE C JIFOJIEMH, KOTOPBIX HE 3HACIIb, HE WCIOJB3YH CBOE PEalbHOC MMS U
JPYTYIO JIMYHYIO HHPOPMAITUH: HMSI, MECTO KUTEIIbCTBA, MECTO yIeObl U IpoUee;

5. MH3zberait pasmemenust ¢otorpaduii B MHTEepHETE, TIe ThI M300paK€H HAa MECTHOCTH, TIO
KOTOPO# MOXHO OTIPECITUTH TBOE€ MECTOIOJIOKCHHUE;

6. Ilpm perucrpanii B CONHATBHOW CETH HEOOXOIUMO WCIIOIh30BaTh CIIOKHBIC ApOJIH,
cocTosimue u3 OykB v UG U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns coumanbHOM CeTH, MOYTHI M IPYTMX CAMTOB HEOOXOJMMO HCIOJIb30BATh Pa3HbIE MapoJIu.
Torga ecnu Tebs B3IOMAIOT, TO 3J0YMBIIUIEHHUKH MOJyYaT JOCTYI TOJBKO K OJTHOMY MECTY,
a He BO Bce Cpazy.

DJIEKTPOHHBIE ACHBIU

DNEeKTPOHHBIE JEHBIW - 3TO OYEHb YAOOHBIH CHOCOO TMIaTeked, OJHAKO CYLIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBTH.

DNEeKTPOHHBIE JIEHbI'M TMOSIBIJIUCh COBCEM HEAABHO M HMMEHHO H3-32 3TOrO0 BO MHOTHX
rocynapcTBax A0 CUX IOp He IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM PYHKUMOHUPYIOT U O HHX YK€ MPOIMHCAHO B 3aKOHE, TJIe UX pa3lIeisioT Ha
HECKOJIbKO BHJIOB - aHOHHMHbIC U HE aHOHUMHbIe. Pa3HuIla B TOM, YTO aHOHUMHBIE - TO T€, B
KOTOPBIX pasperiaercs MpOBOJAUTh oOmepanuu 0e3 WAeHTU(UKAIMKU TOJNb30BaTeNd, a B
HEAaHOHMMHBIX UACHTU(PHUKAIIS TOJIH30BATENS ABISETCS 00sS3aTeIbHOM.

Taxxe cnemyer pa3ianydaTh JIEKTPOHHBIC (PUATHBIE AEHBIU (PaBHBI TOCYJapPCTBEHHBIM BaJIOTaM )
U DIIEKTPOHHBIE He(UATHBIE IEHBI'H (HE paBHBI TOCYIaPCTBEHHBIM BAIIIOTaM ).

OcHOBHBIE COBETHI 10 6€30MacHO paboTe C IMEKTPOHHBIMU JCHBIAMH:

1. TlpuBsxku Kk cuery MOOWUIBHBIA TelaedoH. DTO caMblil yIOOHBIM U OBICTPBINA CIOCOO
BOCCTAHOBMUTH JIOCTYN K cuery. [lpuBsizaHHbIl TenedoH MOMOMKET, eciu 3alydellb CBOM
IUTaTEKHBIHM MapoJib WIK 3aii/ielIb Ha CAliT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnonw3yit onHopazobsle napoin. [Tocie nmepexoa Ha yCHIIEHHYIO aBTOPU3ALIUIO Te0e y)Ke He
OyzeT yrpokaTh ONaCHOCTb Kpa)ku MJIU MepexBaTa IIaTeKHOTo Mapois;

3. Bribepu cnoxHblif maposb. IlpectynHukam OyAeT He MPOCTO yrajiaTh CIOKHBIA HapoJib.
HanexHble mapoin - 3T0 MapoJin, KOTOPbIE COJepKAaT HE MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE M MPOMHCHBIE OYKBBI, IIU(PBl U HECKOJBKO CHMBOJIOB, TaKHe KaK 3HAK J0JUIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHbIE HA CaliTaX, KOTOPHIM HE IOBEPSEIb.
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DneKTpoHHas nouTa
DNEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHMSI W IPENOCTaBISIEMbIE €10 YCIYTM IO IEPECBUIKE U
IIOJIYUYEHHUIO JJIEKTPOHHBIX COOOILIEHUI, KOTOpPbIE pacHpelessilioTcs B KOMIBIOTEPHOH CETH.
OObIuHO JIEKTPOHHBIN IIOYTOBBIN ALK BBITJISIAT CIIEIYIOLIUM oOpazom:
UMS_TIOJIb30BATENA(@UMsL_JlOMeHa. Takxke KpoMme Tepelayd IpOCTOro TEKCTa, HMeEeTCs
BO3MOJKHOCTh IlepeiaBaTh (paiibl.
OcHOBHBIE COBETHI 110 O€3011aCHON pabOTE € NMEKTPOHHON MOUTOM:
Hamo BBIOpaTh mNpaBHIBHBINA IOYTOBBIA cepBHC. B HMHTEpHETE €CTh OTPOMHBIA BBIOOP
OecIIaTHBIX MIOYTOBBIX CEPBUCOB, OJHAKO JYy4Ille JJOBEPATh TEM, KOTO 3HAEIIb U KTO NIEPBHIN B
pEeUTHHrE;
He ykaspBaii B nm4HOM mouTe mnmuHylo wuHpopManuio. Hampumep, mydme BbIOpaTh
"My3bIKaIbHBIN _(haHaT@" wiu "pok2013" BMecTo "Temal3";
Hcnonp3yit 1ByXdTAlHYI0 aBTOPHU3AIMIO0. JTO KOTJa MOMHUMO TapoJii HY)KHO BBOJUTH KOJ,
npucbUIaeMbii o SMS;
BriGepu ciokHbIN maposib. [ KaKI0T0 MOYTOBOTO SIIIUKA JIOJDKEH OBITh CBOW HAJIEKHBIN,
YCTOMYMBBIN K B3JIOMY I1apOJIb;
Ecnn ectb BO3MOXKHOCTH HANMCAaTh CaMOMYy CBOW JIMYHBIM BOIPOC, MCHOJIB3YyH 3Ty
BO3MOKHOCTb;
Hcnonp3yil HECKOJIBKO NOYTOBBIX SIIIMKOB. [IepBbIi 71 4aCTHOM NMEPENUCKH C aapecaTaMy,
KOTOPBIM ThI JOBEpSACHIb. DTO 3IEKTPOHHBINA apec HE HAJI0 MCIOJIb30BaTh IIPU PETUCTPALIMHI
Ha opymax U cairax;
He oTkpbiBail (aiinel u npyrue BIIOKEHHMS B NMUCbMaX, JaK€ €CIM OHU MPHUILIN OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiibr;
[Tocne oxoHuaHusi pabOTHI HAa MOYTOBOM CEpBHCE NEpPEe] 3aKPhITHUEM BKIAJIKU C CalTOM He
3a0ynp HaxaTh Ha "Beritu".

KubepOynnuHT miin BUPTyaIbHOE U3CBATEIHCTBO
KubepOynnuHr - mpecienoBaHuEe COOOIICHUSMH, COJEP)KAIIUMH OCKOPOJICHHS, arpeccuio,
3alyruBaHue; XyJIUraHCTBO; COLMaibHOE OOMKOTHPOBAHME C MOMOIIBIO PA3IUYHBIX MHTEPHET-
CEpBHCOB.
OcHOBHBIE COBETHI 10 60pbOE ¢ KHOEPOYIITUHTOM:
He Opocaiics B 60ii. Jlydmuii cmoco0: MocoBETOBAThCS Kak ceOs BECTH M, €CJIM HET TOro, K
KOMYy MOXHO OOpaTuThCs, TO BHauyaje YCIOKOUThCA. Ecau Thl HayHelmIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO elle OOJIbIIe pa30XKellb KOH(PIUKT;
VYmpasnsii cBoel kubeppemyraiuei;
AHOHUMHOCTH B ceTd MHUMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 332 aHOHUMHBIM
aKKayHTOM;
He ctout BecTn xynuranckuii oOpa3 BUPTyalbHOU ku3HU. VHTEpHET (UKCHUpYET BCE TBOU
NEUCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyIHUTEIHHO;
Cobmrofail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;
UrHopupyit eauHuuHblii HeraTtuB. OIHOPa30BbIe OCKOPOUTENbHBIE COOOIIEHUS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliacTcsl Ha Ha4albHOUM CTaANH;
ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B COI[MAIBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHUN C ONPEETICHHBIX a/IpecoB;
Ecnmu Te1 cBumerens kubepOymiauHra. TBou OeCTBUS: BBICTYNUTH MPOTUB IMpeciiefoBaTers,
MOKa3aTh €My, 4YTO €ro JEHCTBUS OLIEHMBAIOTCS HETATUBHO, MOJAECPkKAThb KEPTBY, KOTOPOM
HY>KHa TICUXOJIOTUYECKAs TIOMOIIb, COOOIIUTH B3pOCIBIM O (haKTe arpecCUBHOTO MOBEICHUS B
CETH.

MoOwuibHBIH TenehoH

CoBpeMeHHbIE cMapT(HOHBI U IUIAHIIETHI COJAEpKaT B ce0e BIIOJIHE B3pOCIHBIA (YHKIIMOHAN, U
Tenepb OHM MOTYT KOHKYPHUpPOBaThb CO CTAallMOHAPHBIMU KoMmmbioTepamu. OnHako, CpeacTB
3alIUTHI U1 OJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHHE M MOUCK YA3BUMOCTEH B
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HUX TPOUCXOJUT HE TaK HMHTEHCUBHO, Kak mus IIK, To e camoe Kacaercs U MOOMJIBHBIX
IIPUIIOKEHUHN.
CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yXkKe MPAaKTUYEeCKH JOTHAIN HACTOJIbHBIE aHAJIOTH, OTHAKO
pacmupenue QyHKIIMOoHalIa BIedeT 32 CO00# OOJIBIIYIO CII0OKHOCTh U MEHBIIYIO 3AIIHIIEHHOCTb.
Jlaneko He BCEe NPOM3BOJUTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.
OcHoOBHBIE COBETHI 151 0€301MaCHOCTH MOOMIIBHOTO TenedoHa:
Hudero He sBisieTcss mo-HacrosimeMmy OecrutaTHBIM. Byab ocTtopokeH, Bemp Koraa Tebe
MpeyIaratoT OEeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;
Hymaii, npexnae ueMm oTrnpaButh SMS, ¢oto nimm Bumeo. Tel TOUHO 3HAEWb, I71€ OHU OyIyT B
KOHEYHOM uTOre?
Heo6x011M0 0OHOBIIATE OMEPAMOHHYIO CHCTEMY TBOETO CMapThOHa;
Hcnonp3yii aHTUBUPYCHBIE POTPAMMBI 11 MOOMIIBHBIX TeNIE(OHOB;
He 3arpyxail npuioxeHuss OT HEM3BECTHOTO HCTOYHHMKA, BEIb OHM MOTYT COJEp)KaTh
BpPEJOHOCHOE MPOTPaMMHOE 00€CIIEUEHHUE;
[Tocne Toro xak Thl BBIWJEIIb C caiiTa, IJe BBOAWI JIMYHYIO HH(OPMAIHIO, 3aiii1 B HACTPOUKH
Opaysepa u ynanu cookies;
[leproauuecku npoBepsid, Kakue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;
JlaBail cBoii HOMep MOOMJIBHOTO TejaedoHa TOJBKO JIIOJASM, KOTOPBIX Thl 3HAEUIb U KOMY
JOBEPSEIIb;
Bluetooth momken ObITH BBIKIIIOUEH, KOT/Aa Thl UM HE TMOjb3yembcs. He 3a0piBail nHOTIA
MIPOBEPSATH ATO.

Online urpsl
CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KpacOUHbIe, 3aXBaThIBAIOIINE Pa3BICUEHUs, 00bETUHSIONINE
COTHH TBICSAY YEJOBEK 0 BCceMy MHpY. MIrpoku uccieayroT JaHHBI UM MUp, OOIIAIOTCS ApYr €
JIPYroM, BBINOJHSIOT 3aJaHUsl, CPAXKAIOTCS ¢ MOHCTPAMU M IOJIy4arOT OIBIT. 3@ yIOBOJIbCTBHE
OHH IUIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT A00OHEMEHT WJIM MIPUOOPETAIOT KaKUe-TO OILIUH.
Bce a1 cpenctBa uayT Ha MOAJEpPKAHWE U PA3BUTHE UIPHI, a TaKKe Ha caMy 0€30MacHOCTH:
COBEpPILEHCTBYIOTCS CUCTEMBI aBTOPHU3ALMHM, BBITyCKAIOTCA HOBBbIE MaTuu (LUM(POBBIE 3aIIaTKU
IUISL IPOTPaMM), 3aKpbIBAOTCA yA3BUMOCTH CEPBEPOB.
B 1ono6HBIX Mrpax CTOUT onacaTbcs HE CTOJIBKO CBOMX COINEPHHKOB, CKOJBKO KPa)KH TBOEro
1apoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALMH OOJIBIINHCTBA UTP.
OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOET'O UTPOBOTO aKKAYHTA!
Ecnu npyroii urpok Beier ceds MIOX0o WIM co3AaeT TeOe HeNpUATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;
[loxanmylics agMUHUCTpAaTOpaM WIphl Ha IUIOXO€ IOBENCHUE AITOrO HUIPOKA, HKEJIATEIbHO
IIPWIOKUTH KAKME-TO J0Ka3aTeIbCTBA B BUAE CKPUHOB;
He yka3biBail muunyro nHpopMmaiuio B mpodaiisie urpsl;
YBaxkail Ipyrux y4aCTHUKOB II0 UTPE;
He ycranaBnuBaii HeoumaibHble TaTYU U MO/IBI;
Hcnonb3yi Cil0KHBIE U pa3HBIE N1APOJIN;
Jlasxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. IIoka Thl urpaemb, TBOW KOMIIBIOTED
MOT'YT 3apa3uTh.

OUIIMHT WK KpaXka JTUYHBIX JAHHBIX

OObIuHOM Kpakel JeHer U JIOKYMEHTOB CEroJiHS Y)K€ HHUKOTO He YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTHI 3JIOYMBIIJICHHUKH TE€PEMECTHIIUCh B HMHTEPHET, M MPOJOJDKAIOT
3aHUMAaTbCA "MIOOUMBIM" J1eI0M.

Tak nmosiBUIack HOBas yrpo3a: UHTEPHET-MOIIEHHUYECTBA UM (PUILHHT, TJIaBHAs LEJIb KOTOPOTO
COCTOUT B MOJYYEHUU KOH(HUIECHIMAIbHBIX JAHHBIX MOJIb30BaTeNeH - JIOTHHOB U maposieil. Ha
aHriMiickoM si3bike phishing unrtaercs kak ¢ummar (ot fishing - peiOHas nosis, password -
apoJib).



OcHOBHBIE COBETHI IO OOPHOE ¢ (HUIIMHTOM:

1. Cnemu 3a cBouM akkayHToM. Ecim TeI momo3peBaelib, 4TO TBOSI aHKETa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aMUHUCTPATOPaM pecypca 00 3TOM KaK MOXHO
CKOpee;

2. Hcnonw3yii 6e30macHble BeO-CaliThl, B TOM YUCIIE, UHTEPHET-Mara3uHOB M MOMCKOBBIX CUCTEM;

3. Hcnonp3yii cnoxHble W pa3Hble Mmapoid. Takum oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
37IOYMBIIIJICHHUKH MOJYYaT JOCTYH TOJBKO K OJTHOMY TBOEMY MPO(UITIO B CETH, 2 HE KO BCEM;

4. Ecnm Tebs B3IOMaid, TO HEOOXOOMMO NPEAYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC

no0aBiieHBl y T€OSI B JIPY3bsX, O TOM, YTO TeOs B3JIIOMAld M, BO3MOKHO, OT TBOEr0 MMEHHU

Oy/IeT pacchUIaThCs CIIaM U CChUIKU Ha (DUIIMHTOBBIE CAMTHI;

YcranoBu HagexHbIi mapois (PIN) Ha MoOWIBHEI TenedoH;

OTKIII0YM COXpaHEHUE MapoJist B Opaysepe;

7. He otkpeiBaii (hailibl ¥ Ipyrue BIOKEHUS B MUCHMAaX, MaK€ €CIM OHM MPHUIUIM OT TBOHMX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (paitibl.
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Hudposas penyranus
Hudposas pemyrauust - 3TO HEraTUBHAs WM NO3UTHUBHAs HHQopMmanus B ceTu o Tede.
Kommnpomerupytomast unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEepbEe3HbIM 00pazoM
OTpa3uThCs Ha TBOEW peasnbHOM *u3HU. "Lludposas penyranus" - 3TO TBOW UMMIK, KOTOPBIN
dbopmupyetcs u3 nHpopMalru o Tede B UHTEPHETE.
TBoe MecTo KHUTENbCTBa, yueObl, TBOE€ (PMHAHCOBOE IOJOKEHHE, OCOOEHHOCTH XapakTepa M
paccka3bl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.
MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MNyOJMKAalUu JHMYHOM HHpOpManuu B
WnuTepHere, HE MOHMMAas BO3MOXKHBIX MOCIEACTBHM. ThI axke HE CMOXKEIIb JOraJaThCs O TOM,
yto (oTorpadus, pasMenieHHas 5 JeT Ha3a/, cTajla IPUYUHON OTKa3a NpUHATH TeOs Ha paloTy.
KommenTapumn, pazmenienne TBoux ¢Gotorpaduil u Apyrue ASHUCTBUS MOTYT HE UCUE3HYTh JaxkKe
[ocJIe TOTo, KaK Thl MX YIANHIIb. Thl HE 3HaCllb, KTO COXPAHWI 3Ty MH(YOPMALKIO, Monana JIu
OHa B IIOMCKOBBIE CHCTEMBl M COXpaHMJAch JM OHa, a TIJAaBHOE: YTO IOJAyMarT o Tebe
OKPYXXAIOIKE JIFOAW, KOTOPbIE HAWIYT W YBUIAT 3T0. Haiith mHGOpMAIIIO MHOTO JIET CIyCTS
CMOXET JIFOOOW - Kak M3 AOOPBIX MOOYXKIEHWM, TaK U ¢ HaAMEPEHHUEM MPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI IO 3aIUTE LIU(PPOBOM peryTaLUu:
1. Tloxymaii, mpex/e 4yeM 4To-TO IyOIMKOBATh U NepenaBath y ceOs B OJ0re WK B COLMAIbHON
CeTu;
2. B Hactpoiikax npo¢wis yCTaHOBH OTpPaHWYEHHUS Ha IMPOCMOTP TBOEro Mpoduias U ero
COZEP)KUMOTO, ClIeJal €ro TOJbKO "jist apy3en';
3. He pasmemaii u He ykas3biBail MH(pOpPMAIMIO, KOTOpask MOXET KOro-iubo OCKOpOJIATh WM
0OMXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE ILIKOJBHUKA - AKTUBHBbIE I0Jb30BaTENM LU(GPOBOro mnpocrpaHcTBa. OnHako
JIaJIeKO HE BCE 3HAIOT, YTO I0JIb30BAaHHME MHOTMMH BO3MOXKHOCTSMHU IU(PPOBOro Mupa Tpedyer
COOJIIO/ICHHS MTPAB HA MHTEJJIEKTYaJIbHYIO COOCTBEHHOCTD.

Tepmun "uHTEIEKTyaslbHasi COOCTBEHHOCTb" OTHOCUTCS K  pa3jMYHBIM  TBOPEHUSM
YeJIOBEYECKOr0 yMa, HaunHasi ¢ HOBBIX M300peTeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MpPOAYKTHI M YCIOYrM, M 3aKaH4YMBas KHUramu, QororpagusimMu, KUHOPUIBMAMHU H
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa UHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOU3BEAECHUS HAyKH,
JUTEPaTypbl U HMCKYCCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KAayeCTBE TapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUN TPYyA aBTOpa He OyIeT HalpacHBIM, JAacT €My CHpaBeIUBBIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaxX CBOEro TPyJa, NOJYyYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro Ge3 paszpemieHust aBTopa He MOKET BOCIIPOU3BOIUTH €ro MPOU3BEJICHHE, PACIPOCTPAHSITS,



nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATh, HMIIOPTUPOBATh, IYCKaThb B IPOKAT, IMyOJINYHO
UCTIOJHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3MmeniaTs B IHTepHeTe.

Hcnonp3oBanue "MUpaTckoro" MNpOrpaMMHOTO 0OeCHeueHHs] MOXKET HPHUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOUM aKKayHTam /0 OJOKHPOBKH TBOETO YCTPOMCTBA, T.e
yCTaHOBJICHA HeJleranbHas mporpaMMa. He cTOUT Takxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETaJIbHBIC
1 OecruiaTHbIE TPOTPaMMbl, KOTOPBIE MOXKHO HAWTH B CETH.

Wudopmanmst 0 MEpONpUATHIX, MPOEKTaX M IMporpamMMmax, HaIlpaBJICHHBIX Ha MOBBIIICHUE
MH(POPMAIIMOHHON IPaMOTHOCTH 00YJarOIIUXCs

OdenepanbHas ciryx0a 1o Haa3opy B chepe cBsi3u, HHOOPMAIIMOHHBIX TEXHOJIOTHH M MAaCCOBBIX
koMMyHHKaluil (PockomMHan30p) BeAeT peecTp JOMEHHBIX UMEH, yKa3aTesleld CTpaHUI[ CaliTOB B
cetn «VHTEpHET» M CETEBBIX aJPECOB, MO3BOJIONINX HWACHTH(QHIUPOBATH CAWTBI B CETH
«UHTepuer», conepxkamue HHGOpMaAlLNIO, paclpocTpaHeHue KoTtopoil B Poccuiickoit
denepannn 3aIpeLIeHO.

B pamkax nanHoro npoekta PockomMHan30p mpMHUMAaeT COOOLIEHUS OT Tpa)/iaH, IOPUIUIECKUX
JUL, WHAUBUAYAJIbHBIX IPEANPUHUMATENIEH, OpPraHOB TIOCYJAapCTBEHHOW BIIACTH, OPIaHOB
MECTHOI'O CAMOYNPABJICHHWS O HAJIWYMM Ha CTpaHMIAX CaWToB B ceTh [IHTepHer
MIPOTUBOIIPABHOU nHpopmanuu.

[TonaTth cooOrmieHne o0 pecypce, coeprKalleM 3arnpenieHHy0 HHPOPMAIHIO MOKHO Ha CTPaHHMIIS
camta: eais.rkn.gov.ru/feedback/



